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"Give Me All Your Money, or You'll Never See Your Computer System Again"

BEEmEBRENE
http://news.ltn.com.tw/news/world/breakingnews/2066061
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The hackers holding hospitals to ransom
http://www.bmj.com/content/357/bmj.j2214
Published 10 May 2017

mis BMJ XERFIW—BFEERAIEAR  "ERUFEMISNERH
Hospitals are ideal targets for ransomware companies. They have
irreplaceable medicolegal records and data for an increasing number of day
to day functions, from patients’ appointments to viewing imaging. Hospitals
are probably more willing than other organisations to pay for quick recovery
of their data.



http://response.jwatch.org/t?r=3963&c=2005&l=67&ctl=1659A:CEF1184A8823E7B391EEB56E77C437FA&query=pfwTOC&jwd=000012994502&jspc=NEP
http://news.ltn.com.tw/news/world/breakingnews/2066061
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Hollywood Presbyterian was the first hospital to admit paying a ransom, but
other US hospitals, in California, Indiana, Kentucky, Maryland, and Texas, were
targeted in 2016.6 The number of ransomware attacks rose fourfold from
2015 to 2016, and so did the amount of money paid to hackers, to $1bn,
according to the FBL7 In the UK, a third of NHS trusts have reported a
ransomware attack.8
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Hospitals also hold confidential information about their patients, such as birth
dates, addresses, insurance or social security details, and personal medical
history. These personal data can be sold to other criminals for $10 a
patient.10 This is about 10 times what can be earned by selling credit card
details. Loss of these data also exposes hospitals to fines and loss of
reputation—incentives to keep quiet.
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We should be prepared: more hospitals will almost certainly be shut down by
ransomware this year.

+ 106 FEESM "IxFMEEEM—BTE8E B8
BRIERET 246 XM —BIt8E - BRIARSN I B OB - FEiREEcs
MRS EREE - EERENRATRS -

B[z
RLZAMZFR ZEIZM Shei00 TCHREZ PR EBAREZH

1
o
&+




TOME2RR RME2RR BEANZH AEZZ

k=111 3
©
=

XHE2PR

BILE2HR shiBs2FR REXEZFR

Wt
g
op
©
=

REPMh
LA R R =AY LARBESRZFR tB{Z52Fh
SEA Z{_&2Fh ERANEZHh BREZh MRERARZFR

N LK ERZER fEIMEZER =RE-E2

ERAREZR EERARIEZFR BIERZEh REER2AR KEBE2PR

Al
clgt
nk
W
=

N E ZELRZh PR e RS 52 P ZHE2AR A S

ZRABZER REZAH LR B2 HRANZH

HIGE2FR [l 3% 52 Fr ke

cht
i
ank
¥
3
dl
=
i
alk
©
3

AL F{_5ZFR ZNBRZFR =X {EmE2AR RLZE2PR
E3CEA BIRARZFR EE2h {ZHERZFR {ZERR2FR
= TR

PRt FRRE2FR tt ER2 PR PR SEARZH

©

%

N

R

(I _=E2FR =H

o
¥
3
it

SREZPR RIRARZR

b=1113
W

CE2R hEREZFR S REZFR WIS LA

PRE2FR RTCEZER

o
dl
k=1113
W
3

REZFR MRERI S 2P

ERAMZH ZRAMZFR

Hp
W
W
E

e P EREZFR

4

L2 BEXE2RR

MRS RZIEZh 2

X R RBKEZEZH

:m
oA
dl
o
W
3

’ﬂlll’
W
3
i
M
k=113
W
3

REAREZH

I KE2FR N 22 FR FXINEZFR

i}
Su
¥
E




AR
R

+
T

S
W
-1
W
3

oy B
&

Rl
W
S
=

B

EKE2RR

SRR

LUH# AR FR

BEREFR

i
=3¢
Hi|
ok
W
=

il

W

PR
FIEZAR
mBRE2FR

EXEE

HEMREZFR

EEZAR

mEARZh

MEERR 2R

REZH

S

AR

SRR
SR
SRR

EE

R ARZER

o
U
©
3

REREZARZH

=mERE2AR

+E:2Fh

MEEATE2FR

{ZREZFR

BEEA

RER2A

Q\QP

B2 FR

ZEEAR 2R

BRANEZH

N
I
w
3

REEAREZFR

XERBZH

M
clBt
b=1113
W
3

FEAARZER

ZEMUANEZH WGSBS 2Hn

BRAH B Bk S 52 FR

RICAREZH




BrZAREZFR REANZh CSANZHh BLAREZh SRR 2 PR
AEAMEZR BFIMXAREZH BREXAREZH shER AR EZFR M RARZHR
HER2AR BAMAREZH EREARREZH SRICARZH EMZFR
BREANZH RIGEZFR EFRAREZ ESCEA

S

RYFEZER IBEZ R (e SRR R
LERE2F ZELRZh B2 BERm2 YRR
{RSRE2 AR BRERE{CZMH BZ2m RRE 2 FR [ LI AR EZ PR
B fREZFR RIBZ2AH =22 RAREZAR R
{REEEZER TEERZER SN B2 I HEZER
REZR2FR ZEWMFARZH RERZRR = REZFR ZEREZER

SR feEER2RR IRIREZ PR REANEZHh {EER2PR

W

E3- 200 S=TAMZHR A3

=
R

PRt EINSENEZFR

it
Mk
@
o

B2 WRE2F

e
43

=
R

PRt

W

M RZEZFR I&Z=52 Fh AEREZFR AREZER =]

o S N . )
IESIS IR 853 B2 o N SR

BRICERZFR R1GPE2Fh =

it
H
alk
W
=
i

i
alk
W
X

RiBa2A S ZIRREREZ PR




